The concept of Internet of Things (IoT) can be utilised in vehicles, since the number of sensor nodes in vehicles is rising tremendously because of the uplifting demand of applications for security, safety and convenience. In order to establish the communication among these nodes inside a vehicle, a controller area network with wired architecture provides a prominent solution. However, this solution is not flexible because of the architectural complexity and the demand for a large number of sensors inside the vehicle; hence wired architectures are replaced by wireless ones. Moreover, scalability will be an important issue while introducing the IoT concept in Intra-Vehicular Wireless Sensor Networks (IVWSNs). In this paper, a comprehensive performance investigation on the IoT enabled IVWSNs (IoT-IVWSNs) to be carried out in order to address this issue. The overview of the IoT-IVWSNs with a comparative study of the existing technologies and the design challenges for such network are provided. The link design between an enddevice and the control unit is analysed, and the performance of the network has been investigated and some open research issues are addressed. It reveals that the delay in packet transmission increases due to higher traffic loads and the number of end-devices. This result demonstrates that the existing MAC protocol works well for a small network (i.e., a network with a maximum number of 50 nodes) but is not suitable for a large network (i.e., a network with more than 50 nodes). The outcome of this research helps to design a smart car system.
INTRODUCTION
The Internet of Things (IoT) is an environment where objects are tagged with smart devices (e.g. sensor, actuator, etc.) having unique identifiers and being able to transfer information throughout the network without involving human interaction [1] [2] [3] . It is an emerging concept that introduces several new paradigms in communication such as the Device-to -Device (D2D) [4] , or Machine-to-Machine (M2M) [5] communications. It can also be enabled by existing networks (e.g. Monitoring and Rescuing Network, Intravehicular Network, Inter-vehicular network, etc.) in order to design fully automated smart systems. The integration of the IoT and intra-vehicular network will be focused in this paper. communication systems. In [20] , the authors proposed a solution to reduce the power consumption of the sensor nodes using Bluetooth technology for in-vehicle wireless communication. In [21, 22] , the authors reported that Bluetooth consumes low energy levels for the intra-vehicle wireless communication system. However, due to the poor efficiency and reduced reliability of the MAC protocol, requiring a high power level, supporting a number of insufficient end-nodes, and propagation and security problems, the above technologies are not suitable for intra-vehicle wireless sensor networks especially for comparatively large networks [23] [24] [25] .
On the other hand, the ZigBee communication protocol is a viable and prominent technology for intra-vehicular communication that provides a real-time monitoring system to design low cost, low data rate and low power wireless communication systems. In [24] , the authors investigated the radio channel of ZigBee in a complex vehicular environment. In [26] , the authors examined the versatile platform for IVWSNs which enables side blind zone alert systems for other vehicles. Other authors proposed remote monitoring and controlling systems for home networks based on the ZigBee technology with the help of web services in [27] . In [28] , the authors showed that the ZigBee communication protocol is the reliable transmission protocol for patient monitoring systems. In [29] , the author analysed the link and network reliability for a ZigBee based intra-vehicle wireless sensor network. In [30] , they use ZigBee for tracking the vehicular positional coordinate with the aid of Vehicular Ad-hoc Networks (VANETs). ZigBee is a viable and robust type of technology to design intra-vehicle wireless sensor networks, as analysed by [31, 32] . All the aforementioned works are applicable for small networks, where the numbers of end-nodes are limited. The IoT concept needs to be incorporated with intra-vehicular communication, since various types of sensor nodes are increasing day by day inside the vehicle for the demand of driver assistance, fatigue detection, road safety, and so on. Recently, researchers estimate that the numbers of sensor nodes inside the vehicle will be significantly increased by 2020 [24, 25] . Establishing reliable communication for such scalable network will be challenging due to the internal complexity inside the vehicle. As a consequence, it is an important issue to investigate the performance of such network by exploiting the ZigBee technology. Hence, in this paper, we have conducted an extensive investigation for IoT enabled intra-vehicular networks and addressed several issues and challenges. In this paper, a comprehensive performance investigation on IoT enabled IVWSNs (IoT-IVWSNs) has been carried out in order to address this issue. First, we discuss the overview of IoT-IVWSNs. Next, a comparative study of the existing technologies and the design challenges for such network is provided. Then, the link design between the end device and the control unit is analysed. Furthermore, the network performance is investigated. Based on the investigation, some open research issues are addressed. The rest of the paper is organised as follows. In Section 2, we discuss the related works. We describe the overview of IoT-IVWSNs in Section 3. In Section 4, we investigate the network performance and address some open research issues. Finally, Section 5 concludes the paper.
METHODS AND MATERIALS
We concentrate on the main component of the IoT-IVWSNs. Indeed, many car manufacturers install wireless connectivity technologies in their vehicles to facilitate communication between vehicles and also with the infrastructure. Intra-vehicular Wireless Sensor Networks (IVWSNs) are designed on top of these vehicular networks by equipping vehicles with onboard sensing devices. In such case, the sensors can gather a set of information such as video data, speed, localisation, acceleration, temperature, seat occupation, etc. The basic idea of IoT-IVWSNs is to deploy traffic sensor network applications so as to monitor the critical parts of the vehicle in order to create a fully automatic vehicle system for the vehicle in the near future. An overview of the IoTIVWSNs is presented in this section. We begin with the introduction of the IoT concept on IVWSNs. Then, we discuss the architecture and the components of this network and finally, the suitable existing technologies and the challenges for this network are discussed.
IoT on IVWSNs
The IoT can accommodate various nodes to be sensed and controlled remotely within the existing communication infrastructure. It makes an integration of a computer based system directly with the physical world. As a result, the efficiency, accuracy, the complexity of maintenance, and economic benefit of the system improve significantly. Moreover, nowadays, modern vehicles are equipped with various types of sensors for improving driver safety, convenient transportation and traffic monitoring systems. Consequently, the numbers of sensor nodes inside vehicle are increasing day by day. The existing wired Electronic Control Unit (ECU) device and subsystem integrated with Controller Area Network (CAN) has some problems due to the limiting range of sensor installation, and the network complexity. With the increase of sensors inside a vehicle, more wire connections are required for implementation. As a result, the weight, complexity and manufacturing cost significantly increase. Due to these reasons, the IntraVehicle Wireless Sensor Networks (IVWSNs) have recently been introduced to minimise the above complexity in the automotive industries [10, 13] . With the help of wireless technologies inside a vehicle, the weight, cost and fuel consumption of the vehicle can be reduced and a better performance can be achieved. Therefore, a large number of nodes need to be integrated with each other for reliable and efficient communications. To realise this aim, in this paper, the IoT concept is taken into account for designing IVWSNs referred to as IoT enabled IVWSNs (IoT-IVWSNs), as shown in Figure 1 . IoT-IVWSNs can be defined in Definition 1. Definition 1 (IoT-IVWSNs): The term refers to the network where a large number of sensors retrieve the status of the critical components of the vehicle and transmit them to the central entity in order to monitor the functionality of the system. In the following, we briefly discuss about the network components, network architecture and data flow of the network.
Network Components
We will discuss the main and the sub-components of the network. The network consists of mainly three components, namely the end-device (ED), control unit (CU) and display. Each ED is embedded with a transmitter and a specific sensor. Different types of sensors are installed (e. g. temperature sensor, speed sensor, defect sensor, water sensor, heat sensor, tire-pressure monitoring sensor, parking sensor, knock sensor, etc.) inside a vehicle to collect the current status of the critical components of a vehicle [33] [34] [35] [36] . The sensors sense the information of a component and the transmitter, which is integrated with the sensor, transmits the information to the CU. The CU also contains two types of subcomponents such as the Transceiver and Processing Unit (PU). The Transceiver can receive and send data. The PU can make the decision whether the data will be sent to the display or not. If the new information is different from the old one, then it will send the result to the display through the Transceiver of the CU. The display will show the current status of the different components of the vehicle.
Network Architecture
The performance and reliability of a network depend on the proper design and the architecture of the network. Since the complexity of the network is increasing, future intra-vehicular communication needs to be properly designed. There are critical and hostile environments inside the vehicle [37] [38] [39] . So the network architecture should be adjusted. In our network architecture diagram (as depicted in Figure 2 (a)), we can see that there are two tiers of network, one is the information acquisition and another one is the information processing. The information acquisition section refers to collecting data from various components of the deployed sensors inside the vehicle. Then, the acquired data is received by the CU and processed by the PU in order to know the status of the car. Here, we consider the single hop star topology for the network. As a result, each and every ED can communicate with the same signal strength. The main advantage of this topology is to reconfigure the network to skip broken nodes and it is possible to choose the shortest path to a certain destination. Moreover, the data flow of the network is shown in Figure 2 
Existing Technology for IoT-IVWSNs
Many wireless sensor technologies have been introduced in recent years, such as Bluetooth, Wi-Fi, UWB, ZigBee and RFID. Each and every technology has specific criteria to operate in a suitable area. Specifically, Bluetooth is a short range wireless type of technology complying with the IEEE 802.15.1 standard. It can communicate up to 3Mb/s in portable devices. The transmission needs a high power level so that it is not appropriate for battery-enabled sensors in vehicles. Again, the Ultra-Wideband (UWB) is a radio technology, which operates with a 3.1-10.6 frequency band and supports a short range communication data rate up to 480 Mb/s. The RFID PHY layer waveform and simple MAC protocol design (coupled with high cost of RFID readers) make it unsuitable for WSN reliability and latency requirements [40] . Again, ZigBee is a short range communication form of technology maintaining the IEEE 802.15.4 standard [41, 42] . It operates on the ISM radio spectrum (868 MHz, 915 MHz, and 2.4 GHz). It is characterised by low cost, high data rate, low power consumption, and supports the star, mesh and hybrid topology. It has a long battery life and provides more security by its encryption technique. The ZigBee transmission power is -25 dBm, which is significantly lower than others. Moreover, it needs only 15ms to wake up. This emerging feature allows the transmission device to remain most of the time in sleeping mode, which preserves the device's battery power. In [43] , they have evaluated the performance for the intra-car wireless sensor network. This study showed that the ZigBee is a viable and promising technology for intra-car wireless sensor networks. ZigBee is designed to last for six months to two years on just two AA batteries [25] . Hence, the IEEE 802.15.4 protocol is a good candidate to design an IoT application with low power consumption. As a result, the ZigBee is expected to play an important role in the design of IoT-IVWSNs for future generations. Moreover, the ZigBee supports different types of network topologies and its MAC protocol is designed with CSMA/CA features that provide extra facilities to ensure data transfer robustly. The main advantage of this protocol is to allow large sensor nodes in a single network. The number of sensor nodes inside a vehicle continues to increase every year. So, this huge number of sensor nodes can be maintained through this protocol. Table 1 summarises the main differences of existing wireless protocols that are the IEEE standard.  A large number of sensors need to be considered compared to the traditional IVWSNs; therefore, the design of a scalable network for IVWSNs will be a big challenge.  Due to the small-scale fading, three different propagation mechanisms (such as reflection, diffraction and scattering) can change the behaviour of the transmitted signal from the transmitter to the receiver inside the vehicle. Hence, these mechanisms have to be considered while designing an IoT-IVWSN.  The wireless channel can be characterised by two fading distribution functions, such as Rice (it occurs in presence of Line of Sight (LOS) propagation path) and Rayleigh (it occurs in presence of Non LOS (NLOS) propagation path) distributions. However, these traditional concepts may not work properly, because of the architectural complexity inside the vehicle. Therefore, the actual distribution needs to be estimated through the experimental analysis that introduces an additional design challenge for IoT-IVWSNs.  In order to design the link between the transmitter (Tx) and the receiver (Rx), the communication parameters (transmit power, received signal threshold, distance between Tx and Rx, the value for the path-loss exponential, etc.) need to be set properly.  Selecting the suitable technology for designing an IoT-IVWSN from existing technologies, requires a comprehensive analysis. In addition, new technology could be thought for such a network.
RESULTS AND DISCUSSION
In this section, first, we design the link between the ED and CU in order to set the communication parameters, and then we investigate the performance of IoT-IVWSNs considering network scalability.
Link analysis between the End-Device and the Central Entity
In this sub-section, we analyse the link between the ED and CU of the IoT-IVWSNs in terms of throughput and received power. To this end, we have examined through a discrete event network simulator named OPNET. The ZigBee network model is integrated with OPNET. First we define the basic terminologies: pass loss and throughput. At distance d, path loss ( ) is defined as
where Pt = Transmitted power and Pr = Received power. 
where is a Gaussian random variable, N(O, σ 2 ), with zero mean and variance σ 2 , also known as lognormal shadowing, PL( do) is the path loss in dB at the reference distance do and γ is the path loss exponent. The performance of this model not only depends on the distance between the transmitter and the receiver, but also on the path loss exponent and the variance of the lognormal shadowing. Throughput is defined as the total number of data traffic successfully delivered to the 802.15.4 MAC layer of the receiver and sent to the higher levels in per unit time. The ED and CU are placed at a distance d, where Distance Set: {1, 2, 3, 4, 5, 6}. We also consider a set of Transmit Power (denoted by Pt) (i.e., {0, -5, -10, -15, -20, -25} dBm), as it is suited for ZigBee [23] . The considered Carrier Frequency (Cf) is 2.4 GHz. We also consider both Rice and Rayleigh fading distribution functions in order to analyse the LOS and NOLOS propagation paths where the value of K is 20.16 dB and 16.08 dB, respectively. The path-loss exponent γ set is {3,4}. The shadowing deviation σ is considered as 8 [dB] . Figure 3 investigates the performance of the IoT-IVWSNs in terms of the average throughput. We notice that the average throughput of the network declines with the increase in distance and decrease in transmission power (Pt), as exhibited in Figure 3(a) . This is understandable according to the path-loss model where the path loss increases with distance and the effect of the log-normal shadowing involves a fluctuation of the time of the received power, which can further degrade the performance of the communication [44, 45] . Due to this fluctuation, the received power may go below the Receiver Sensitivity (Rs) (-95 dBm), thus the CU considers the received signal as noise that leads to a lower throughput. Again, we observe that the performance of the network is better in the case of the Rice fading compared to the Rayleigh fading because of the presence of a dominating signal component, as depicted in Figure 3 (b). Figure 4 (a) the effect of log-normal shadowing, with σ = 8 dB, on the received power when the ED transmits with power Pt = 25 dBm and γ = 3. From the figure, it can be clearly noticed that as the distance increases, it increases the probability that the received power level falls below the RS, even when the average received power is greater than the threshold [46] . Moreover, a packet may be discarded, even if its received power level is greater than the threshold, but the Signal-to-Noise Ratio (SNR) is not sufficient for correcting the packet [47] . In fact, if the SNR is not sufficiently high, it can happen that a number of bits within the packet are incorrect. Unlike Figure 4 (a), when γ = 4, the effects of shadowing can bring the received power below the RS even when the distance between the CU and ED is 2 meters, as shown in Figure 4(b) . Based on the above discussion, the considered communication parameters are summarised in Table 2. (a) (b) Figure 4 . Effects of Log-normal Shadowing on the received power (a) Path-loss exponent γ= 3; (b) Path-loss exponent γ= 4.
Performance Evaluation
In this section, we investigate the performance of IoT-IVWSNs by varying the traffic load and network nodes, since these features play an important role after introducing the IoT concept on IVWSNs in order to address the scalability issue [48, 49] . The suitability of the communication parameters is justified in the previous section, as listed in Table 2 . In order to investigate the network performance, we have used the discrete event simulator, OPNET, with the ZigBee module. Four types of traffic load are considered in this experiment, namely Low-Traffic-Load (all are 120ms EDs), Medium-Traffic-Load (70% 120ms and 30% 60ms EDs), Relatively-High-Traffic-Load (50% 120ms and 50% 60ms EDs) and High-Traffic-Load (30% 120ms and 70% 60ms EDs). Furthermore, to vary the network size, we consider four types of scenarios i.e., Scenario-I, Scenario-II, Scenario-III and Scenario-IV which consist of 50, 70, 90 and 110 EDs, respectively. From Figure 5 , we noticed that as the number of EDs and traffic load increased in IoT-IVWSNs, the CDF extends to the right implying rising delay times. Performance worsens when the number of EDs as well as the traffic load increases, which bring about collision among the packets [50] . When the collision occurs among the packets of ED, the ED needs to wait until the next allocated time slot begins and the channel is free. It again tries to retransmit the failed packet that already underwent collision previously. The new re-transmissions may again cause another collision. This recursive procedure is clarified in the CSMA-CA protocol. From the above discussion, it can be noted that the
